To the Honorable Village President
Members of the Board of Trustees
Village of Roselle, Illinois
Roselle, Illinois
In planning and performing our audit of the financial statements of the Village of Roselle (the "Village") as of and
for the year ended December 31, 2016, in accordance with auditing standards generally accepted in the United
States of America, we considered its internal control over financial reporting (internal control) as a basis for
designing our auditing procedures that are appropriate in the circumstances for the purpose of expressing our
opinions on the financial statements, but not for the purpose of expressing an opinion on the effectiveness of its
internal control. Accordingly, we do not express an opinion on the effectiveness of its internal control.
Our consideration of internal control was for the limited purpose described in the preceding paragraph and was
not designed to identify all deficiencies in internal control that might be material weaknesses or significant
deficiencies and, therefore, material weaknesses or significant deficiencies may exist that were not identified .
However, as discussed below, we identified certain deficiencies that we consider to be significant deficiencies.
A deficiency in internal control exists when the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent, or detect and correct
misstatements on a timely basis. A material weakness is a deficiency or combination of deficiencies in internal
control, such that there is a reasonable possibility that a material misstatement of the entity's financial
statements will not be prevented, or detected and corrected, on a timely basis. We did not identify any
deficiencies in internal control that we consider to be material weaknesses.
A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is less severe
than a material weakness, yet important enough to merit attention by those charged with governance. We
consider the following deficiencies in the Village's internal control to be significant deficiencies, as discussed
further on the following pages:
>
>

Segregation of Duties
General Information Technology Controls

This communication is intended solely for the information and use of management, the Board of Trustees, and
others within the organization and is not intended to be, and should not be, used by anyone other than these
specified parties.
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SEGREGATION OF DUTIES
A cornerstone of effective internal control is the existence of policies to support segregation of duties; this
involves separation of the initiation, execution, approval and recording of responsibilities for transactions.
Due to the relatively small size of the Village’s finance department, we noted that there are several
deficiencies related to proper segregation of duties. These include:
Accounts Payable Transaction Cycle
Accounts payable personnel have the ability to enter an invoice into the accounting software
without matching it to a corresponding approved purchase order. In addition to this, accounts
payable personnel also have the ability to edit existing vendor ACH payment information within
the accounting system. The combination of these two matters creates a risk that unauthorized
transactions could be processed within the accounts payable transaction cycle. This risk is
mitigated by the Village through regular detailed reviews of the bi-weekly bills list and monthly
review of financial results by management and the Board of Trustees.
Payroll Transaction Cycle
Payroll personnel with responsibility for preparing payrolls have the ability to edit pay rates and
set up new positions and employees within the accounting software. This creates a risk that
unauthorized employees could be created. This also creates a risk that pay rates could be
changed from previously approved pay rates. This risk is mitigated through regular review of
financial results and payrolls by management and the Board of Trustees.

GENERAL INFORMATION TECHNOLOGY CONTROLS
An effective internal control system should include controls within the Village’s information technology
system. These controls should appropriately secure the Village’s financial information to prevent
unauthorized access or data loss. We noted the following deficiency in the Village’s information
technology controls.
>

The Finance Director, Chief Accountant, and the customer service representative have
unrestricted administrator access within the accounting software. We recommend that
administrative access to the accounting system be segregated to the information technology
department. Additionally, user rights should align with responsibilities to ensure the appropriate
segregation of duties where possible.
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